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ATRC shapes research and development for 
transformative technology outcomes. 

It is our responsibility to define Abu Dhabi’s 
research strategy across academia and industry 
and to consolidate funds for efficient investment. 

We are establishing Abu Dhabi and the wider UAE 
as a desired home for advanced technology talent 
and as a global hub for innovation.
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SSRC Key Projects – Problem statement, End users & Solutions
Secure Technologies Zero Trust Secure 

Autonomous UAS System
Secure Mesh Shield

• First responders e.g., Police, Firefighters
• Military & Defense
• Cyber security for enterprise
• Systems e.g., Secure UAS & Mesh

End Users

• First responders e.g., Police, Firefighters
• Military & Defense
• Logistics & service providers
• Smart Transportation 
• Smart cities

End Users End Users

• First responders e.g., Police, Firefighters
• Military & Defense
• Logistics & service provides
• Smart Transportation 
• Smart cities

Limited E2E Secure and resilient  Autonomous 
systems

Current mesh based solutions does not support 
secure ad-hoc mobile peer to peer communication & 
scalability

Current software and hardware stacks are 
monolithic and thus hard to build secure, resilient, 
scalable & maintainable systems 

Solutions Solutions Solutions

E2E Secure & Resilient Stack Secure Mesh Shield SW Stack & Comms ModuleThin ComputeAndroid Virtualization 
in cloud 

Secure Systems Research Center
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Zero Trust Autonomous Systems
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Future Connected Smart Cities will be managed by Autonomous Systems 
With Exponentially increasing Amount of Security Vulnerabilities
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Source:
https://deepai.org/publication/edge-computing-enabled-smart-cities-a-comprehensive-survey
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Example: Secure and Resilient Autonomous Systems of fleet of Robot Drones

Secure Systems Research Center
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What We Are Doing:
Threats & Mitigation  in Autonomous Flight and Mission Control System

Secure Systems Research Center
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Zero Trust End-2-End Secure and
Resilient Autonomous Systems – Our Stack

• Secure Drone Flight Controller Stack

• Secure Mission Computer Stack

• Secure RISC-V based Hardware Stack 

• Secure Flight and Mission Operations

• Secure Mesh Shield for communication

• Pentested for E2E operation

Secure Systems Research Center
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ZT Autonomous UAS System Key Components

• E2E security and resilient solution 
from silicon to cloud

• Security solutions developed are HW 
agnostic

• Modular  and scalable design 

• Cloud mission & flight operations 
commanding a swarm with mesh 
communication between drones

• Autonomous mission planning & 
execution (OTA)

• COTS RISC-V: Microchip PolarFire
SOC

• 10x performance & 1000x memory 
capacity + FPGA compared to 
commercial flight controllers

• Sensor board with redundancy 
(resilience)

• Secure and resilient Flight and 
mission operations

• Pilot for the swarm

• Secure Provisioning 

• Secure OTA (over the air updates)

• Secure ML pipeline

• Data in Transit (DIT) protection

• Secure and Resilient flight & mission 
computer silicon

• Test chip taped out in July 2022

• Final version to tape out by min 2023

• Commercialization underway

Secure Systems Research Center
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Partnerships

Secure Systems Research Center



13TII – Technology Innovation Institute

SSRC Working with Ecosystems

There is strong research community (17 universities) funded by SSRC to support each of areas above 

Secure Autonomous Systems Secure Platforms (RISC-V) Secure ML Secure Wireless Secure Technologies

Secure Systems Research Center
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